


What is Software 
Verification & Validation



Verification

“Was it built right?”
• Verification is about ensuring that the 

program is built correctly and meets 
design specifications.

• Are all requirements met;

• Is the design clear and understandable;

• Does the design match the requirements;

• Ensure all features are properly specified;

• Confirm the flow is logical;

VIM 2.44 (2008, 2012): provision of objective evidence that a given item fulfils specified requirements.



Validation

“Is it working correctly?”
Validation is about ensuring the 
product meets the needs of the user, 
and that data calculations and 
analysis are accurate.

• Does the software work as intended?

• Does the program notify of errors 
during use? (i.e. missing values)

• Do all calculations return the correct 
result?

VIM 2.45 (2008, 2012): Verification, where the specified requirements are adequate for an intended use.



Why is Software Verification & Validation Important?

Reduces the 
risk of 

implementing 
software with 

errors.

Ensure that the 
software 

satisfies the 
requirements 
and meets the 

needs of the 
user.

Ensures that 
the reported 
results are 
accurate.

Meets 
compliance 

with adopted 
documentary 

standards.



Documentary Standards:

ISO/IEC 17025
6.4 Equipment

• Equipment used for laboratory 
activities that influence results must 
perform correctly, including software 
files. 

• Equipment must be verified prior to 
implementation.
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Documentary Standards:

ISO/IEC 17025
7.5 Technical Records

• The lab must maintain records 
generated during the verification and 
validation process, including:

• Original and new software files
• Checklists (Ex. GLP 15 checklist)
• Calculations conducted to validate 

formulas
• Revisions made during the development 

process
• Dates of revisions and personnel 

responsible
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Documentary Standards:

ISO/IEC 17025
7.11 Control of Data and Information 
Management

• Software used to generate data to report 
must be validated prior to implementation.

• All changes to software files must be 
authorized, documented, and validated 
prior to release. 

• The lab is responsible for ensuring that 
documents are stored in a manner to 
prevent unauthorized changes to the 
software and to prevent loss of files.
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Documentary Standards:

ISO/IEC 17025
8.3 Control of Management System 
Documents

• The lab is responsible for ensuring 
documents are:

• Adequate for use prior to implementation;
• Documents are reviewed and updated as 

needed;
• All revisions are documented, and the 

current revision status is identified; and
• Obsolete software is stored in a manner to 

prevent use.
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Documentary Standards:

ISO/IEC 17025
8.4 Control of Records

• The lab is responsible for ensuring that all 
records (current and obsolete) are 
accessible.

• All records must be stored in a manner to 
prevent loss. Backups may be maintained in 
physical or electronic forms. 

• Retention time for records should follow the 
lab’s stated retention policy.

• Software files should be maintained for the 
life of the file, and not less than the stated 
retention policy.
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Documentary Standards:

ISO/IEC 17025
8.5 Actions to Address Risks and 
Opportunities

• The lab shall consider risks and 
opportunities for improvement with software 
updates.

• What are current risks in established 
software that can be reduced?

• What are potential risks that may occur 
during the development process?

• Opportunities for improvement can
• Improve the user interface; 
• Reduce redundancies in data entry; 
• Add in look up tables that look up needed 

data for the user
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Documentary Standards:

NIST HB 143-2023
4.10 Software Requirements

• As spreadsheets are a frequently used 
software tool to produce reportable 
data, validation and verification of the 
software file is a requirement.

• NIST GLP 15, Software Quality 
Assurance (NISTIR 8250) may be 
adopted by the lab for their software 
assurance program.

• The lab may develop their own software 
assurance procedure as long is it is 
equivalent or better than GLP 15.



GLP 15
(NISTIR 8250)
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Types of Software:

Commercial-off-the-Shelf
(COTS)

• Software product that is 
commercially available for 
purchase and use.

• Can be modified to fit the needs 
of the user.

• Ex:
• Windows Office (e.g. Excel, Word)
• Google apps
• Productivity apps (e.g. Adobe)



COTS are the most likely used software type utilized

• The program’s software codes have been designed and validated by the 
publisher prior to release.

• Updates to these codes may be pushed out by the software developer.

• User created files modifying the program to work as the user needs 
must be validated by the user who developed the file prior to 
implementation.

• Example: Calibration data worksheets developed using Excel must be validated 
to ensure that the design meets requirements and that formulas entered in the 
worksheet work as intended.

• When a software publisher updates the software version, the user 
should verify that updates to the software have not introduced errors 
into pre-existing software files.



Government-off-the-Shelf
Software developed by a government agency or developed by a third party with 
funding by the agency.

Additional Types of Software

GOTS
*Not commercially available to the public.

Modified-off-the-Shelf
COTS products that include accessible source code, allowing users to customize 
the software code to met specified needs. This allows the users the ability to 
customize software beyond basic COTS solutions, without needing to build the 
code from scratch.

MOTS

Niche-off-the-Shelf
Software developed to meet the needs of a specific industry, such as 
manufacturing, engineering, aviation, or medical.

NOTS



Inaccurate results

Recall of customer items

Financial loss

Noncompliance to industry standards

Software Failures
What are the impacts of software failures



Software Failures
• Failures in software can lead to inaccurate results reported to the 

customer; 

• Customer items may need to be recalled to resolve errors reported by the 
lab, and could impact consumer confidence with the lab and could lead to 
potential loss of business;

• Failures are a non-compliance to industry standard that must be 
addressed through documented corrective actions;

• Calibration work to be conducted using the designated software will need 
to be halted until the failures are resolved.



NASA’s Mars
Climate Orbiter

• In 1999, NASA launched the Mars Climate 
Orbiter (MCO) to Mars, losing contact with 
the spacecraft during final approach.

• The cause of the error was due to NASA 
systems using metric SI units, while ground 
software provided by Lockheed Martin used 
US customary units.

• This resulted in the orbiter entering Mar’s 
atmosphere at a lower than intended orbit, 
causing the orbiter to burn up in Mar’s 
atmosphere.

• Improper verification and validation of all 
systems on the orbiter did not catch the 
conversion errors in the software system 
prior to launch or during its transit to Mars.

A $327.6 Million Conversion Error

https://science.nasa.gov/mission/mars-climate-orbiter/
https://www.spacevoyaging.com/insights/2024/10/27/the-mars-climate-orbiter-how-
important-doing-the-right-calculations-is/
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Equifax Data Breach

• In 2017, vulnerabilities in Equifax software 
allowed hackers to access sensitive information 
of an estimated 147 million individuals.

• Investigations revealed that Equifax was aware of 
the software vulnerabilities prior to the incident 
but had not properly implemented software 
patches to address these vulnerabilities.

• The data breach cost the company $700 Million in 
fines and settlements.

This Photo by Unknown Author is licensed under CC BY

Vulnerabilities impacting software should be 
addressed immediately.

A failure in software updates
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Excel: 15 Significant Digit Limit

• Excel has a limitation on storage of 
numbers to 15 significant digits. 

• Exceeding this limit, additional number are 
truncated with a zero replacement.

• This limit can cause calculation errors, 
giving inconsistent results.

• Errors can be minimized using:
• rounding functions (=ROUND; =ROUNDUP), 

or
• breaking formulas down into separate steps 

to minimize accumulation of calculation 
errors.



Software Lifecycle
Planning

Analysis

Development

Coding

Validation

Implementation

Maintenance



Identify the intended goals of the software

What resources are needed to complete the project

What requirements are needed for the project

Software needs will vary based on the intended use.
Ex. A program developed to provide calculations for SOP 4 mass calibrations will have different 
requirements and goals from a program developed for SOP 19 volume calibrations. 

Phase End Result



Evaluate the goals and requirements

Complete a risk assessment on the project

• Are they achievable?
• Identify unrealistic goals.
• Are there available programs to develop the software?
• What are the financial needs to complete the project?

• Does existing software have bugs/issues that should 
be addressed?

• Will the new software improve upon existing software?
• What potential risks or challenges could impact 

software development?
• Is the project worth pursuing?

Phase End Result



Begin design of the software program

Data requirements

• Create the blueprint for how the program will be laid 
out for use.

• Where will data need to be entered into the program?
• What data will the user be responsible for entering?

• What information will need to be prepopulated into 
the software for it to function correctly? (i.e., 
reference tables; standards data)

Phase End Result



Spreadsheets should:
• Be clear and make sense;

• Must provide instructions for use;

• If multiple tabs are present, each tab 
should be labeled to properly identify the 
purpose of the tab;

• The correct procedure should be used 
and must be specified;

• Formulas and methods related to the 
specified procedure should be 
referenced;



Spreadsheets should:
• Files should open to blank data entry 

cells;

• Data entry fields and calculations 
should be properly labeled;

• Data entry fields should be color coded, 
avoiding the use of conditional 
formatting colors (such as red and 
green);

In the provided example, different shading is used to 
indicate cells crucial for calculations (defaults to the 
yellow once filled)



Spreadsheets should:
• Results are apparent and labeled;

• Embedded data (i.e. reference values, 
look-up tables) should be dated to 
ensure the most current values are being 
used;

Calculation Results

Embedded Data



Spreadsheets should:
• If used, graphs must be properly labeled;

• Worksheets should be locked from 
editing before release.

• Worksheet passwords should not be 
shared with unauthorized personnel;

• All non-data entry fields should be 
set as locked when protected to 
prevent the unintentional alterations 
of calculations.



Build the needed formulas into the software

Complete drop-down menus for data lookup

Fill in look up tables

The Development and Coding phases may occur together as the software is being 
developed. 

Phase End Result



• Calculations that repeat 
should reference the 
correct cells;

• Calculations should 
provide accurate 
results;

• If rounding is done, it 
should be done at the 
appropriate locations in 
the file;



• Conditional logic cells 
should work as intended;

• Conditional logic cells 
should withstand 
boundary tests;



If used, macros should be 
functional, and work as 

intended

Plotted graphs should be 
accurate



Complex Formulas
Long, complex formulas can be more error-prone. Break long 
formulas into smaller parts to improve simplicity and make 
errors easier to track. 



VLOOKUP vs. XLOOKUP
Data Lookup Functions

The VLOOKUP function allows the 
user to search for a value from the 
first column and return a value from 
the designated column number.

VLOOKUP only works right of the 
first column, and the entirety of the 
range (including unused columns) 
must be included in the range 
formula.

VLOOKUP



VLOOKUP vs. XLOOKUP
Data Lookup Functions

XLOOKUP

The XLOOKUP function is an 
improved search function that 
works in any direction, making it 
more flexible than the VLOOKUP 
function.

Instead of highlighting the whole 
table as part of the range, only 
the needed columns are 
included in the function.



Negative Exponents

Negative Exponents define a negative 
power as the multiplicative inverse of 
the base raised to the positive, opposite 
of the power.

1
105Ex. 10-5 =

OIML R111-1 (2004); uncertainty of air density

results in a value of (g/cm3)/°C, where temperature units can now cancel each 
other out in this section of the equation



Test the software program to ensure that it 
operates as intended.

• Stress test the software!
• Evaluate for expected passing performances, and
• Evaluate for expected failing performances

• Find and correct any errors from development.

Evaluate calculations produced by the software

• Do calculations in the software match with hand 
calculations?

• Are results from the new software comparable with 
results from existing software? 

Phase End Result



Calculated results between new spreadsheets and old spreadsheets should agree

Any reasoning as to why old and new spreadsheets do not match should be noted, and it 
should be determined if the new spreadsheet is improving on pre-existing software.

OLD NEW



Hand calculations should agree with results 
generated by the spreadsheet or are 
sufficiently small enough to not impact 
results.



Check that conditional formatting 
functions as intended. 

Evaluate for passing and failing values.



Roll out the new software for use

Archive previous software version to prevent use of 
obsolete software

Provide instructions to end users on use of the new 
software

Phase End Result



Maintenance of the software includes:
• Updates to the software;
• Review of the software to ensure errors haven’t been introduced into the 

program;
• Updates to look up tables and reference values;
• Addition of new features or removal of old features



Ensuring security of 
your software

• Ensure that all non-data entry cells 
are locked from editing, and keep 
the worksheets protected during 
use.

• When making updates to the 
software, save edits as a new 
revision file.

• Archive previous revision files
• Don’t share the worksheet 

passwords with unauthorized users.
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